Scam alert: Fake emails in circulation impersonating as CEO 14C

Indian Cyber Crime Coordination Centre (14C)
Date: 24.8.23

This is an important alert about the circulation of counterfeit emails impersonating CEO-14C,
Shri Rajesh Kumar, bearing the subject “Urgent Notification!”, “Court Notification”. These
emails employ the logos of the Indian Cyber Crime Coordination Centre (14C), Intelligence
Bureau (IB), and Delhi Police and wrongfully associate with the names of the undersigned and
the particulars of this unit. These misleading emails are targeted to various government offices,
individuals and falsely accuse them of cybercrimes, urging them to respond.

The logos and emails in question are intentionally fake, deceptive and created with malicious
motives.

It is important to clarify that neither the undersigned nor this unit has initiated such emails.
Furthermore, no authorization has been granted by the undersigned for the production or
dissemination of such content. Appropriate measures are being taken to address this issue and
also shared the tweet alerts:

. https://twitter.com/Cyberdost/status/16950088423741114872s=20
Il.  https://twitter.com/Cyberdost/status/16889186960462766087t=8c76IRPrkhJifaUr3zM
VWw&s=08

& Re: Alleged crime against me 1 mess
From: DD <mha.e1@cyberalets.org>

Sent: Mon, 07 Aug 2023 20:27:09

To: "pavanhans44@rediffmail. com" <pavanhans44@rediffmail. come=
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New Delhi - India

By the mandate of Shri. Rajesh Kumar, CEO of the Indian Cyber Crime Coordination Centre;
in partnership with Central Bureau of Investigation (CBI) which is the National Nodal Agency
for INTERPOL in India; |, hereby notify you of a computerized seizure of Cyber-infiltration
captured on your internet protocol address (IP) in relation to the following cnclysiS‘—

**CHILD PORNOGRAPHY
**PEDOPHILIA

**CYBER PORNOGRAPHY
**EXHIBIT

*GROOMING

The Criminal Code Of India Section 14 of the POCSO Act 2012, Section 292, Section 67A, and
Section 67B of the Information Technology Act, of 2000 criminalizes the publication or
transmission of sexually explicit acts or conduct in electronic form of Juvenile pornography
and is punishable on first conviction by imprisonment.

The Central Bureau of Investigation (CBI) and Indian Cybercrime Units perform an
investigative role against victims through the technology of information, suggests. Possess,
produce, disseminate or access child pornographic images and materials within our teritory.

The Government has also given a number of steps to be implemented by Internet Service
Providers (ISPs) to protect children from sexual abuse online. These, inter-alia include:

Blocking of websites containing extreme Child sexual Abuse Material (CSAM) based on
INTERPOL's “Worst-of-list” shared periodically by Central Bureau of Investigation (CBI) which is
the National Nodal Agency for Interpol. The list is shared with Department of
Telecommunications (DoT), who then directs major ISPs to block such websites

For discretion sake, | decided to reach you privately before transferring your case files to the
Justice prosecutors for immediate prosecution.

With immediate effect, respond to this message and state your justifications for a further
review before appropriate sanctions will be impose within 24 hours.

Failure to respond within 24 hours from now, the prosecutor will establish an arrest warrant
against you through the closest Police Station.

After prosecution, your information will be sent to the National Register for minor Sex
Offenders, associations fighting against PEDOPHILIA and to the Media for publicﬁon.

Respond '\mmedimely/

1
Tapan Del(

Director of the Intelligence Bureau

Shri Rajesh Kumar
CEO, Indian Cyber Crime Coordination Centre

5th Floor, NDCC-IT Building, Jsi Singh Road, New Delhi - India




